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E7'Y) >4 AF (Amazon Web Services)

October 14, 2009
Discussion with Steve Riley,

Sr. Technical Program Manager, Amazon Web Services (AWS)

Interview Notes

About customer concerns of moving to a cloud Architecture

“As companies consider using a public cloud they have to realize there is a difference between
giving up control and giving up possession. By using a web service, we give up control of the
infrastructure but not possession of the data. The same thing happens when we establish a VPN. We

don’t control the traffic underlying a VPN but we maintain possession of our data with encryption.”

About service guarantees for security breaches

“Because security breaches frequently vary depending on what particular customers might be doing
with AWS services, we don’t currently publish separate SLAs that cover attacks. Instead, we work
with affected customers on an individual basis so that we can ensure the customer’s exposure is
minimized. Remember, of course, that Amazon EC2 instances provide full root/administrator access.
Therefore, instance and application security are primarily the responsibility of the customer: we do
this to provide the customer maximum flexibility to choose their own security tools. Good security
and management procedures will, more than anything else, reduce the likelihood and severity of
attacks.”

About AWS physical security measures

“AWS is designed such that within each geographic region (US and Europe) there are multiple

“availability zones”. These are physically distinct areas each with their own storage and computing.




The idea here is to spread the computing and storage across multiple physical locations. This reduces

the likelihood that a fault at one location will affect the availability of the application.

We also have a lot of experience building large datacenters so we need how to keep them secure. We
don’t advertise that a data center is a datacenter. They are pretty non-descript buildings with very
strong perimeter security. We use multi-factor authentication and only let people in that | have need

to be there. In addition, all entries are logged.”

About security and virtualization technologies

“We use virtualization technology to keep EC2 server instances separate from one other. We have

worked closely with Xen and their Hypervisor product which have customized to our needs.”

About encryption

“AWS does not encrypt any data. We prefer that customers choose what data needs to be encrypted
and the method for doing that. Some customers use the file level encryption within that comes with

Windows servers, other might use TrueCrypt for example which covers entire folders and volumes.

About fending off hackers

“We have a group within AWS which focuses entirely on monitoring developments in the attack
community. They are continually trying to improve our service to address any vulnerabilities that

may arise.”

About Amazon Security Certifications

“We continue to be compliant with SOX and have helped several customers successfully deploy
HIPAA compliant applications. We are in the progress of becoming SAS 70 Type 1l certified and this

will address our physical security, change management, and all of our web services.”

About partners in the Security space

“With respect to our SAS 70 type Il certification, when we publish the results of the certification,
we’ll also list the organizations we worked with to obtain the audit which include the audit firms and
those involved penetration testing. enStratus is one of many ISVs we are working with to add value

to AWS. But we do not recommend any one ISV over another; rather, we encourage our customers to



evaluate the full range of partner offerings and select those that best meet their business and

technical requirements.”

Thoughts on how the cloud computing era is affecting trends in the IT industry in terms of

security or other.

“In general, cloud computing is changing traditional relationships. The cloud represents a broader
trend of the consumerization of IT. Rather than companies buying (expensive) assets from vendors,
consumers are purchasing on-demand services from providers. IT is transitioning to the notion of
utility computing, which allows organizations to focus on their core businesses rather than spending
so much time and money on undifferentiated activities that can more effectively be outsourced. The
boxes and the software running on them really don’t matter so much as do the protocols between
them: your inventory protocol, your checkout protocol, your data retention protocol, your customer
relationship protocol. These are where you derive maximum business value and competitive
advantage. So let the cloud handle managing your boxes.”
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October 20, 2009
Discussion with Kristin Lovejoy,
Director, IBM Corporate Security Strategy
IBM CloudBurst Project Office

Interview Notes

About what cloud computing and its impact on IT

“The conversation about cloud is really a discussion about new consumption and delivery models
enabled by the new dynamic infrastructure that cloud computing represents. The term Cloud is used
to describe a new relationship between those who use IT and those who consume it. Cloud enables
users of IT services to focus on the services provided rather how than how they are implemented.
From the end user perspective this means having the ability to log in from a self-service portal, select
the resources required from a catalog, and have those resources provisioned immediately. From an
IT perspective this means having a place to offer those resources and the ability to rent those
resources to end users who can provision everything themselves. In other words, IT doesn’t need to

spend time assembling and dissembling resources.”

About the need for Cloud computing security

“In spite of the documented benefits of the cloud computing model, adoption has been slow due to
concerns about security. Security is usually the #1 concern for any new IT solution, but the
additional “external’ aspects of the cloud exacerbate this concern. In specific, customers are
concerned about having their data in public clouds. For example, they worry about ‘data persistence’.
They wonder what will happen to their data once it is in the cloud because they have no control over
how it will be handled. Most importantly even if they try to delete the data it can still persist in
electronic form. However, large enterprises seem to be more interested in the concept of an
Enterprise Cloud (aka private cloud), which they consider to be more secure than any external

solutions.”




About the Cloud computing and SLAs

“Service Level Agreements must be managed such that the cloud vendor understands and adheres
to a customer’s unique business needs. We suggest that it addresses:
- Availability and uptime
-Who is managing the infrastructure? such as any third parties involved
- Data security. Particularly with respect to how the data will be handled by third parties or any third
party partners.
-Vendor responsibilities- they should be clear and detailed (who is responsible for what)
-Vendor trust- and provisions for what happens if a vendor or third party goes out of business.
- Data migration and how it will be handled.
-Border & access constraints- in other words, what happens if the customer’s data goes beyond local

or national boundaries (some countries or states prohibit their data from leaving the region).”

About IBM’s cloud security capabilities

“IBM approaches cloud computing in the same way it approaches all IT services- namely through
the IBM Security Framework. The Framework presumes most organizations function similarly
where you have people interacting with data, data residing on infrastructure, accessed through
complex applications, over a network, to a physical facility. What IBM tries to do is understand what
an organization’s unique IT framework looks like and then we try to understand where the potential
break-points are so that reasonable controls can be applied...However, security should not be a
constraint but rather a value-add... IBM approaches security the way an automaker approaches
building safety features into cars. Security has to be baked in and that’s what IBM customers expect-
so that is what we deliver with public and private cloud offerings. We see it as a must have and so we

provide all the necessary best practice services and technologies to make the cloud secure.”

About Cloud computing as a Security opportunity

“Cloud computing may seem complex but within it there is also an opportunity to simplify controls
and defenses. Through cloud computing we are going back to a time of homogenous pools of
resources. The homogeneous pools are much easier to manage from within the service management
construct that lies at the foundation of cloud computing. In addition, data can now be managed
centrally making it easier to secure, store and archive. So we shouldn’t necessarily look at cloud
computing as new and scary because the reality is that cloud computing presents some important

opportunities as well.”



About the Security of Public vs Private Clouds

“Customers tend to believe that Private clouds are better and more secure because they reside
behind the firewall and the customer has full management control. But the reality is that a carefully
customized security-focused SLA can actually be just as secure. A public cloud can also be more
efficient and cheaper as the customer can negotiate pricing based on economies of scale. In other
words, it all depends on the contract the customer has with the vendor and how well that contract

adheres to the requirements of the customer.”

About IBM’s accountability with respect to data leaks

“This all depends on the contract. In general (and not specific to IBM), third party providers
specify who is liable in the event of breach based on the SLA they have in place. So if a customer is
concerned about this they need to make sure it’s in the SLA. This is also not specific to cloud

computing. Any time customer gives data to a third party, the SLA must address these issues.”



EF7Y) 245 AE (Jericho Forum)

October 21, 2009
Discussion with Stephen Whitlock,

Chief Security Strategist, Boeing Corporation and Jericho Forum Board member

Interview Notes

About the work of the Jericho Forum

“The focus on cloud computing was initially formed as a year-long effort. | think it will probably
be more than a year. | think the interest in how to protect data, no matter where it is, is what it really
boils down to. IT systems exist to manipulate, share, and process data, and the reliance on perimeter
security to protect the data hasn’t worked out, as we’ve tried to be more flexible.

We still don’t have good tools for data protection. The Jericho Forum did write a paper on the need
for standards for enterprise information protection and control that would be similar to an intelligent
version of rights management, for example. ”

About recent Security measures from the Jericho Forum

“A lot of discussions around cloud computing get confusing, because cloud computing appears to
be encompassing any service over the Internet. The Jericho Forum has developed
what they call a Cloud Cube Model that looks at different axis or properties within cloud computing,
issues with interoperability, where is the data, where is the service, and how is the service structured.
They've also coupled that with the layered model that looks at hierarchical layer of cloud services,
starting at the bottom with files services and moving up through development services, and then full
applications.

The combination of the axis -- and it gets problematic to represent more than three or four
dimensions on paper -- may determine the viability of a specific cloud service. For example, if your
organization has no skill in building a cloud service, but want to do it internally, then you

may outsource the development to a cloud service provider that’s skilled at building those services.

If you don’t want internal infrastructure and want to leverage the agility of the cloud service, then




you may find yourself in the external and outsourced services of leveraging one of the common

commercial providers.

In addition to the cube model, there is the layered model, and some layers are easier to outsource.
For example, if it’s storage, you can just encrypt it and not rely on any external security. But, if it’s
application development, you obviously can’t encrypt it because you have to

be able to run code in the cloud. I think you have to look at the parts of your business that are
sensitive to needs for encryption or export protection and other areas, and see which can fit in there.
So, personally identifiable

information (P11) data might be an area that’s difficult to move in at the higher application level into

the cloud.”

About how Cloud computing is affecting IT

“(Cloud computing has) grown very fast. A part of me has been surprised, but | also see a
relabeling of existing services as cloud services -- SOA and other services. The growth doesn’t
surprise me too much, given the flexibility. | am worried about the accompanying risks. Cloud is a
broader concept...There is still a lot of hype in this area. | believe there is something there that may
not resemble all of the hype and the press we’ve seen about it. Similar to SOA, the idea of direct
interactive services on demand is a powerful concept. I think the cloud extends it. If you look at

some of these other layers, it extends it in ways where | think services could be delivered better.

It’s also very important to be able to withdraw from a loud service, if they shut down for some
reason. If your business is relying them for day-to-day operations, you need to be able to move to a
similar service. This means you need standards on the high level interfaces into these

services. With that said, | think the economics will cause many organizations to move to clouds

without looking at that carefully.”
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