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1] ASClljp, ¥R Fv8, RR—h T4 At 2l T4 DFEATERS, http:/ascii jplelem/000/000/511/511749/
[2] CNET Japan, RHMDZBIZH G-I Tv9 AX—bTH U RITLE 27 —32, http://japan.cnet.com/news/sec/story/0,2000056024,20411441,00.htm
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1] T7tFa7.Android ADtEF 1T R RDIREERE  hitp://www.f-secure.com/ja_JP/about-us/pressroom/news/2010/fs-news_20100630_01_jp.html
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Web Service Provider:
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Feature Vector Transmission

A
Send FeatureVector / k. \\\\ f/

Receive Infection Status -
0
. User GUI Developer GUE

Viosie = r___EI:IUQw]
MoDo Feomtonand A on The Nokia E61 and HTC TyTN B smartphones running
The remote monitoring framework the monitoring client

<BE>
[1] Aubrey-Derrick Schmidt - Frank Peters, Florian Lamour - Christian Scheel, Seyit Ahmet Camtepe, Sahin Albayrak, Monitoring smartphones for anomaly detection, Mobile
Networks and Applications, Feb 2009

http:/delivery.acm.org/10.1145/1510000/1503504/p92-schmidt.pdf?key1=1503504&key2=7955993821&coll=GUIDE&dI=ACM&CFID=103789637&CFTOKEN=92161968
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[1] iPhoneMEDGEAGHERZ £ BT D 0BT T BREDLTHEEBTHH http://journal.mycom.co.jp/news/2008/08/01/010/

[2] iPhoneZ @ L TE Z 515 M M H 5 : NetShare&Net Neutrality  http:/nobi.cocolog-nifty.com/nobilog2/2008/08/iphonenetsharen_7acb.html
[3] RRLMSREL T2 o AR ELT DiPhone7 71 A App StoreMSHIBR  http://journal.mycom.co.jp/news/2010/07/22/002/index.html
[4] 7=V 2D Kindle [#EFEDOMRICERT D Y—IL. /\vH—DHME4L“))—R”  http://www.computerworld.jp/news/hw/171049.html
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[1] RX—bkA—%-42D5 (Advanced Meter Infrastracture)
[2] BFEEE AX— M VIREITRUIRIILF—ERIZEZ B4 /80k http://www.nikkan.co.jp/adv/gyoukai/2010/100727i1.html
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[1] Smarter Planet TR ¥ —k 147K & REE $1E
http://www-06.ibm.com/innovation/jp/smarterplanet/water-management/index4.shtml
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@NIST Guidelines for Smart Grid Cyber Security (1/2)

B Guidelines for Smart Grid Cyber Security (NISTIR 7628), 2010498 2% [1],
B RAY—hTVIRDH AN~ X2 TAICBT DB/ T — X T OF v/ B TN\ —DEE. YRITERIZDNT
WOHAETA2 . 3DDRFLAVNTIEBEEIN TS

® 5 1E8. Smart Grid Cyber Security Strategy, Architecture, and High-Level Requirements
m Executive Summary
® 1ZE. Cyber Security Strategy
m 2% Logical Architecture and Interfaces of the Smart Grid (RX—rJ 1 yRIZ{%2450 7 7 3—DE T, AX—r YRS R T L
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JJ *E
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W 4% Cryptography and Key Management (& #(ZDLVT)
m Z2%0. Privacy and the Smart Grid
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m 3%, Supportive Analyses and References
B 6ZE. Vulnerability Classes
(RR—FTYIRIZE T BB ED/NA LRIV )
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[1] http://csrc.nist.gov/publications/PubsNISTIRs.htmI#NIST-IR-7628
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@NIST Guidelines for Smart Grid Cyber Security (2/2)
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<§§% Figure 2-20 Logical Interface Category 17
[1] HEZRALHESLNEEHRE T HRAY— A= FAASREELHTAMSO(TM) http://www.toshiba.co.jp/tech/review/2010/09/65_09pdf/a07.pdf
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[1] IPATEH DA HBOMRAEOEICET 2 ¥ TAEHREE1(2008/01)
http://www.ipa.go.jp/security/fy19/reports/embedded/index.html
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Section 1. Cloud Architecture Section III. Operating in the Cloud

Domain 1: Cloud Computing Architectural Framework Domain 7: Traditional Security, Business Continuity and Disaster Recovery
Section II. Governing in the Cloud Domain 8: Data Center Operations

Domain 2: Governance and Enterprise Risk Management Domain 9: Incident Response, Notification and Remediation.
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Domain 4: Compliance and Audit Domain 11: Encryption and Key Management
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Domain 6: Portability and Interoperability Domain 13: Virtualization
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