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Following the adoption of the public consultation version of Guidelines 3/2019 on processing of
personal data through video devices, JEITA, the Japan Electronics and Information Technology
Industries Association, is keen to share with you its comments on the Guidelines.

JEITA is the association of Japanese electronics and information technology industries, ranging
from materials to electronic components and semiconductors, from consumer electronics to industrial
system devices, from IT products to solution services. JEITA represents a large number of companies
in these sectors, many of which are active on the European market, both through local manufacturing
plants and research centers and through trade with the European Union.

Overall, JEITA warmly welcomes the Guidelines as it clarifies legal interpretation of GDPR on data
processing through video camera and facial recognition technology. JEITA would be pleased to be
given the opportunity to submit the following comments on the Guidelines.

1. Capturing of biometric templates from non-consenting data subjects (5.1 Paragraph 82 and 84)

+ In the examples of paragraph 82 and 84 (and 77), these processing systems of biometric data are
considered as unlawful if they capture visitors or passer-by who have not consented to creation of
their biometric templates. However, in these examples, the purpose for capturing of biometric
templates from non-consenting data subjects is to check that they are not enlisted in these
biometric systems, rather than to “uniquely identify a natural person”, because these systems do
not have any personal data about them for identification. Therefore, given paragraph 74, such
biometric templates from non-consenting data subjects are not considered as “special categories of
personal data”, so every legal ground under Article 6 (1) GDPR can provide a legal basis for
processing such templates rather than Article 9 (2).

+ Furthermore, in Article 29 Data Protection Working Party’s “Opinion 02/2012 on facial recognition
in online and mobile services (WP192)”, they recognize that the initial processing such as image
comparison for the purpose of assessing whether a user has provided consent or not may have a
legal basis of the legitimate interest of the controller (*). Similarly, in the examples of paragraph 82
and 84, capturing of biometric templates from non-consenting data subjects should be able to have
a legal basis of the legitimate interest under Article 6 (1) () GDPR. (In such cases, their templates
should be deleted within the shortest possible period.)

* “Because of the particular risks involved with biometric data, this is will therefore require the
informed consent of the individual prior to commencing the processing of digital images for facial
recognition. However, in some cases, the data controller may temporarily need to perform some
facial recognition processing steps precisely for the purpose of assessing whether a user has provided
consent or not as a legal basis for the processing. This initial processing (i.e. image acquisition, face
detection, comparison, etc) may in that case have a separate legal basis, notably the legitimate
Interest of the data controller to comply with data protection rules. Data processed during these
stages should only be used for the strictly limited purpose to verify the user’s consent and should
therefore be deleted immediately after”. (WP192, p.5)

1/2



Japan Electronics and
Information Technology
Industries Association

JEITA

2. Employees’ reasonable expectations and consents (3.1.3.2 paragraph 36, 3.3 paragraph 46)
+ “The employees in their workplace such as factory or warehouse might also expect that they are

monitored inside the factory or warehouse for security purpose”’ should be added after the last
sentence of paragraph 36, because there might be employees’ reasonable expectations to be

monitored for security purpose in such places in physical danger.

+ Besides security purpose, new initiatives using Al technologies such as employees’ motion analyses

for raising production efficiency in factory production lines or store staffs’ moving line analyses for
customer satisfaction improvement in shops are also in practical use. Any biometric template is not
captured in the both cases. Such personal data processing for video image analyses based on
employees’ consents should be allowed in paragraph 46 rather than considered as invalid consent

cases under the imbalance of power between employers and employees.

. Transfer of biometric templates (5.2 Paragraph 86)
+ The sentence “Measures should be put in place to guarantee that templates cannot be transferred

across biometric systems” in paragraph 86 should be replaced by “Measures should be put in place
to guarantee that templates cannot be transferred across biometric systems for further processing”,
because the intent of paragraph 86 is to prohibit transfer of templates for further processing rather
than to prohibit transfer of template within originally specified purpose of processing.

. Measures to protect biometric data (5.2 Paragraph 88)

- The phrase “the controller shall notably take the following measures” (such as associate an

integrity code with the data) in paragraph 88 should be replaced by “the controller should notably
take the following measures”, because appropriate measures may change with advancement of
technology.

. Copy of biometric templates (5.2 Paragraph 89)
+ The phrase “which would render the creation of the template ineffective” in paragraph 89 should

be replaced by “which would render the creation of the template by unauthorized person ineffective
and render the creation of the template by the controller minimum necessary”’, because the
controller may need to copy the templates for back-up purpose to ensure the availability of the
system.

. Example of warning sign (7.1.2 Paragraph 114)
+ We highly welcome the example of warning sign in paragraph 114, because it clarifies the way of

displaying the content of the first layer information and it can reduce possible miscommunication

between controller and data subjects.

We sincerely hope that you will find the above-mentioned comments useful. Thank you very much.
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