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CEATEC Putting the Security Guideline for Factories into Practice
' — From Security Planning to Operation: Building Continuous Security
Improvement —
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| As factories become increasingly digital and supply chains grow more complex, cybersecurity in
manufacturing has become a critical management issue for companies of all sizes. This session introduces
the “Security Guideline for Factories,” published by the JEITA Cyber-Physical Security Committee in 2025,
through a short video designed for business leaders, factory managers, and frontline staff. The video
explains what each company should protect and where to begin when implementing security measures.
After the screening, we will highlight the key points and explain how the guideline can be used to support
continuous security improvement in factory operations. We will also briefly introduce the future direction of
activities being considered by the committee.
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Hiroyuki Watanabe is engaged in activities to
disseminate and raise awareness on the future of
manufacturing industry from the perspectives of security
and international economy.

He has published two Japanese books and one English
book to support security measures for small and
medium-sized factories.

He has presented findings related to security measures
for factories and supply chains at the Counterfeit
Symposium, APEX, and IPC Technical Leadership
Program.

He is currently Executive Director Global Security at NEC
Corporation. In 2020, he joined the GEA (Global
Electronics Association) Board of Directors and serves as
chair of the IPC-1792 Cybersecurity Standard.
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(Cyber-Physical Security Sub-Committee)

B AT L« T4 A7 7T 14 7HfTAEZRSESA (Within the Information System Disruptive Technology Research Commiittee)
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H14 FZ74>»DEB (Purpose of Guideline) JEITA
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- ¥ETERE (Understanding Through Stories)

- BCPTEH (Implementation Through BCDR)

- ZEFHITEIMKIL (lllustration Through Case Studies)
« Y —JLTXIE (Support Through Tools)
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(Why Is Factory Security Important Right Now?) JEITA
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(Becoming a Management
Challenge)

N

(Digitalization) (Connected Factory) (Expanding Scope of Impact)



HAF 74 DIERL (Structure of the Guidelines)
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(Key Points for Viewing)
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Q1

What is a “treasure” to Mura?
In the context of a factory,

what is the object that needs to
be protected?

© JEITA
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Q2

What kinds of threats did you
prepare for?

Even if you don't have in-
depth knowledge of the
threats, it's important not to
remain unaware of them.

Video QR — F
(B AEE/English)

Please take a screenshot

of this screen and watch

the video we're about to
show while referring to it.

Q3
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ETFDRA >~ b #E(Key Points from the Video)
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TIHDEIE (Factory)

- %5 (Employees)
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(Production Data / Recipes )
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ETFDRA >~ b #E(Key Points from the Video)
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(Don't Remain “Unaware” of Threats)
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ETFDRA >~ b #E(Key Points from the Video)
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ETFDRA >~ b #E(Key Points from the Video)
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Part3 : :EF~ (Towards Operation)
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(Reviewing the PDCA Cycle of the Story)
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(Tips for Building Security Measures Based on BCDR)
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HA F 74D 5 (From the Guidelines)
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(Creating guidelines isn't the end of the story.)
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HA F 74D 5 (From the Guidelines)
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(Realizing PDCA: Perspectives for Implementing It on the Front Lines)
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XY —IILDHEIED T (The Role of Free Tools)
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(The First Step in Taking Action: Just Give It a Try)
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XIEY — ILDHIE DT (The Role of Free Tools)
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Future Direction of the CPS Committee
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(Future Topic # 2: Integrating Factory Security and Product Security)
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(Future Topic #3: Enhancing the Resilience of the Entire Industry)
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(Future Topics #4: Understanding and Investment by Business Owners)
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(Future Initiatives of the JEITA CPS Committee)
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(Summary: Key Takeaways for Today)
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Determine what needs to be protected

Don’t remain unaware of threats

Implement multi-layered protection wherever
possible

Don't stop at just creating countermeasures
Continue training, inspections, and improvements

JEITA

[Question for you ]
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What is the most valuable asset at your
factory?

What kinds of threats does it face?

How do you protect it, and how do you review

your security measures?
/ / / 28
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